AUTOMATED LICENSE PLATE
RECOGNITION (ALPR) & ARTIFICIAL
INTELLIGENCE (Al)

401.20

Effective Date: 3/12/24
Revision Date:
Replaces:

Standard: 41.3.9

. PURPOSE AND RESPONSIBILITY:

A. Purpose: To set the policy and establish the procedures for the operation of
Automated License Plate Recognition (ALPR) devices and Atrtificial Intelligence
(Al) services. The operation of ALPR and Al services is a critical element in
modern policing that helps reduce and solve crimes by assisting in the location

of ve

hicles or persons involved in any other criminal acts, gathering information

related to active warrants and suspect interdiction. ALPR and Al services
provide Keller Police Department with an opportunity for enhancement by
means of increased productivity, effectiveness, and officer safety.

B. Responsibility:

1.

It will be the responsibility of the Chief of Police or designee to oversee the
security, functionality, and use of ALPR and Al services.

It will be the responsibility of all users to conform to the policies and
procedures of the Keller Police Department when using ALPR and / or
Al services.

It will be the responsibility of all users to maintain username and password
confidentially and shall not share passwords with other users or
individuals.

It will be the responsibility of all users to notify system administrators of
any malfunctioning software or hardware.

It will be the responsibility of all users to update hotlists and/ or notify
system administrators of errors, redundant entries, or expired entries.

It will be the responsibility of all users to safeguard all ALPR data and not
release any ALPR data to the public. All public requests shall be
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processed through the Records Division.

7. It will be the responsibility of system administrators to complete a bi-
annual audit to ensure compliance to policies and procedures.

Il.  DEFINITIONS:

A. ARTIFICIAL INTELLIGENCE SERVICES (Al): A program or software that
quickly gathers intelligence for investigation purposes. The gathered intelligence
alone is not reasonable suspicion or probable cause. Examples include, but are
not limited to, license plate readers, drones, facial recognition, voice analysis,
transcription services, and tracking devices.

B. AUTOMATED LICENSE PLATE RECOGNITION (ALPR): A system designed
to scan, record, and check license plates of vehicles against established
databases. These databases include, but are not limited to, the following:

1.  NCIC/TCIC Stolen Vehicle List;

2. City of Keller Active Warrants List;

3. Registered Sex Offender Vehicle List; and
4. Manually entered local data.

C. ALPRDATA: Data captured by the ALPR system from license plates that were
read by the ALPR system, either fixed or mobile, including images of the plate
and the vehicle on which it is displayed, the date and time, and information
regarding the location of the vehicle at the time of notification. This data can be
found on the ALPR management system or on Keller Police Department’s
secured data server.

D. CONFIRMATION: A verified ALPR hit alone is considered reasonable
suspicion but not probable cause. A confirmation is a hit that has all the
following attempts to confirm the hit's accuracy by the user:

1. The vehicle is run through the Texas Law Enforcement Telecommunication
System (TLETS); and

2. The user has discovered other articulable facts.

E. ALPRSYSTEM: A network of stationary or mobile cameras that provide real
time hotlist alerts and can be utilized for criminal investigations. ALPR vender,
will store the data and ensure proper maintenance and security of data stored in
their data center. The vendor will purge their data at the end of 30 days of
storage. However, the Keller Police Department may maintain any relevant
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ALPR data obtained from the system after that period pursuant to the
established retention schedules for the corresponding level of offense. ALPR
systems may be installed at fixed sites in the City of Keller, in Keller Police
Department vehicles and/or temporarily on city property or any other property
with approval of the managing body.

HIT: Visual and / or audible notification of a match between a scanned license
plate and a license plate on the hotlist.

HOTLIST: A list of license plate numbers entered into databases for purposes
of extracting information on stolen vehicles / plates, suspects wanted for
warrants or crimes, or to assist with the identification of criminal, welfare, or
suspicious activity.

LICENSE PLATE READER (LPR): Automated license plate reader with mobile
or fixed cameras.

SYSTEM ADMINISTRATOR: The Chief of Police or designee responsible for
reviewing, training and auditing of the ALPR system.

USER: A trained and approved individual that has access to the Keller Police
Department’s secured data storage, LPR System and / or ALPR management
system. Approval of a user is made by a system administrator.

POLICY:

A.

It will be the policy of the Keller Police Department that users will be trained in
the use of the ALPR management system and be assigned a unique
username and password for access.

It will be the policy of the Keller Police Department that the ALPR vendor is
responsible for the installation, repair, and removal of the ALPR equipment.

It will be the policy of the Keller Police Department that users shall not purge or
alter any ALPR information unless authorized to do so by a system
administrator.

It will be the policy of the Keller Police Department that users shall report any
damage to the ALPR system immediately.

It will be the policy of the Keller Police Department to recognize that gathered
intelligence from Al services or a hit from an ALPR system is considered
reasonable suspicion but not probable cause.

It will be the policy of all Keller Police Department users, to document the use of
ALPR traffic stops and Al services in reports that result in enforcement action.
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V. PROCEDURES:

A.

Chief of Police and / or designee(s) will be named system administrators of the
ALPR and Al services. System administrators will ensure that the ALPR system
is activated and functional at least once a month. System Administrators should
visually inspect or facilitate the inspection of the ALPR system for cleanliness,
damage, or unauthorized alterations annually. Inspections will be documented
on the designated ALPR system inspection form. All equipment malfunctions or
damage will be immediately reported to the on-duty patrol supervisor and
forwarded to a system administrator.

System administrators will be the point of contact for any software or hardware
malfunctions, are responsible for software and hardware updates, and will
ensure training is provided before a user is approved. It will be the
responsibility of the system administrators to assign unique usernames and
passwords, as well as coordinate the user training.

ALPR system prohibitions:

1. Invasion of Privacy: Except when done pursuant to a court order or
exigent circumstances, it is a violation to utilize the ALPR to record license
plates out of public view, where there is a reasonable expectation of
privacy.

2. Harassment/ Intimidation: It is a violation to use the ALPR systems and
its associated data to harass or improperly intimidate any individual or

group.

3. Use Based on Classification: The ALPR systems and associated data
shall not be used solely to target an individual or group based on race,
gender, religion, political affiliation, nationality, ethnicity, sexual orientation,
or disability.

4. Improper Release or Use: The use of ALPR data for personal purposes is
strictly prohibited. ALPR Data will not be improperly released to the public;
all public requests will go through the Records Department.

Upon receiving a hit, the officer will visually verify the accuracy of the hit to
ensure that the vehicle plate number matches the plate number ran by the
ALPR system, including the alphanumeric characters of the license plate, the
state of issuance, and whether the hit is still active.

If practical, the officer should verify an ALPR response through the Texas Law
Enforcement Telecommunication System (TLETS) before taking enforcement
action that is based solely upon an ALPR alert.
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V.

A.

All traffic stops resulting from an ALPR hit shall be documented in the resulting
report, citation, call for service, or arrest.

If a license plate is manually entered into a hotlist, it shall be removed when the
information is no longer valid. The person who entered and requested entry of
the data will be responsible for ensuring it is promptly removed within 60 days of
its expiration. This will be inspected and noted during each audit by the system
administrator.

RULES AND REGULATIONS:

Public Information Requests: Pursuant to Texas Public Records statutes, it is
the goal of this policy to support and promote openness in government by
releasing non-confidential information to the public upon request. This policy will
not affect the release of information pursuant to a court order or subpoena. All
requests related to the release of ALPR data shall be processed through Keller
Police Department’s Records Division.

The ALPR systems and any associated data shall not be used for personal
reasons and are only authorized for legitimate law enforcement purposes
consistent with this department’s policies. This will be inspected and noted
during each audit by the system administrator on a bi-annual basis.
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